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Abstract of the contribution: Following the SA2#111 discussion on the same topic, this paper further discusses whether SA2 would be impacted by the recently approved work item “LTE-WLAN RAN Level Integration supporting legacy WLAN” in order to respond to the LS from RAN received in RP-151623.
Discussion
As stated in S2-153239 (discussed at previous meeting), it can be observed on architectural aspects that:

· S1-U and S1-MME interfaces are not impacted by this work item.  There are no additional interfaces into the CN required.  The only new interfaces that are required to support this feature, i.e. the IPsec tunnel, are internal to the RAN.

· The IPSec tunnel between the eNB and the UE has the same goal as PDCP layer when used in E-UTRAN: both serve the purpose of providing encryption in the user plane.  Keying material used for securing the IPsec tunnel can be made available as per the mechanisms used for providing keys to PDCP.  The details are for SA3 to finalise.

· The IP tunnel between UE and MeNB is just an alternative way to PDCP of providing plumbing between UE and the RAN nodes. This is within RAN scope.

· In clause 5.1.2, TS 23.401 specifies the user plane protocol stack between UE and each of the RAN and CN nodes, but the decision and specification of the RAN user plane protocol stacks (physical layer, MAC, RLC, PDCP) have always been in the RAN scope. The protocol stacks names were just copied from RAN2 specifications into SA2 specifications for stage 2 alignment. When IPSec tunnel is specified by RAN2, SA2 will just have to update their specification accordingly (the same applies to LWA using PDCP “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and SA2 is not involved in the work of that work item).

· If there is a requirement to charge differently WLAN traffic and LTE traffic, there might be some related impacts to SA2. However, the same would apply to LWA using PDCP “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and SA2 is not involved so far in the work of that work item.

It is claimed in S2-153228 (also discussed at previous meeting) that, at a system level, they see issues that need to be addressed by SA2/SA3: 

· Issue: local WLAN Access Network can use any of the existing WLAN authentication/security methods (PSK, EAP-Enterprise methods, or EAP-AKA, etc) independently of LTE security/authentication.
Our understanding is that this does not change SA2 architecture and this is in the scope of SA3. 

· Issue: the option of mutual authentication between the UE and the ePDG would require eNBs to implement ePDG-like functions. This is not correct: it just require the reuse of IKEv2-PSK authentication per RFC5996 section 2.15. 
Our understanding is that the ePDG functions are much more elaborated per TS 23.402 clause 4.3.4, so that the eNB has no commonality with an ePDG:

	ePDG function
	eNB function

	Allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;
	NA

	Functionality for transportation of a remote IP address as an IP address specific to a PDN when S2b is used;
	NA

	Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection;
	NA

	Routing of downlink packets towards the SWu instance associated to the PDN connection;
	Downlink routing is above PCDP layer, per bearer. So it is not comparable.

	De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;
	De-capsulation/Encapsulation for IPSec (equivalent of PDCP in LWA). 

NA for S2b

	Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;
	NA

	Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);
	Yes

	Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);
	NA (Not included in the SID)

	Transport level packet marking in the uplink;
	DRB distinction is not comparable.

	Enforcement of QoS policies based on information received via AAA infrastructure;
	NA

	Lawful Interception.
	NA

	Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.
	NA

	Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].
	NA


· Issue: the WID objective stating “WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined” implies one of the current nodes in the architecture is reused for security. 
Our understanding is that the existing CN nodes for security purposes can be the 3GPP AAA servers, but not the ePDG nodes, as the study is clearly based on IPSec tunnelling between UE and eNB. No intermediate SeGW between UE and eNB are foreseen in the architecture. 

·  Issue: it is assumed that the IP address “UE Tunnel IP” used by the UE as UE address for the tunnel is not the IP address that is terminated at the P-GW, but needs to be another IP address allocated by the eNB (assuming no SIPTO at the eNB).
Our understanding is that the IP address used by the UE as UE address for the IPSec tunnel is naturally the local IP address allocated by the WLAN. No IP address for the UE is allocated by the eNB.
· Issue: it is expected that a new (local) IP address will be allocated for the UE by the eNB at every inter-eNB handover.
Our understanding is that there is no IP address allocated by the eNB for the UE as said above. In addition, the bearers using WiFi are moved to LTE during the handover as in LWA, as it is described in the LS from RAN2 (R2-154915) " The UE shall autonomously release IPsec tunnel configuration and the use of it by the DRBs upon receiving the Handover Command".
·  Issue: it is expected that the IPSec tunnel will have to be re-established at every inter-eNB handover
Our understanding is that the establishment of an IPSec tunnel is independent from the handover as the bearers using WiFi will be moved to LTE during the handover as in LWA. 
· Issue: what credentials the UE and SeGW use in order to establish the IPSec tunnel? For example if the assumption is to use UICC based credentials (similar to ePDG) is it expected that SeGW will have interface to AAA/HSS?
Our understanding is that UICC based credentials are used and the rest is of SA3 expertise. 
· Issue: what is the expected overhead due to the “multiple layers of IP encapsulation” compared to doing the aggregation at PDCP layer?
Our understanding is that it is of RAN2 responsibility and has no impact to SA2 architecture. Furthermore, doing aggregation at PDCP layer is focusing on modified WLANs owned by the operator whereas aggregation using IPSec tunnelling instead of PDCP encapsulation is focusing in WLANs already deployed by the operator. They should not be compared as they have different applicability targets.

Conclusions

Apart from the security aspects, we do not see any impact to core network architecture and therefore does not expect any SA2 work. If some specification work is needed (e.g. for charging differentiation or update of protocol stacks), it should be common to both “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and “LTE-WLAN RAN Level Integration supporting legacy WLAN” Work Items.
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